We propose an algorithm that shows improvement in computation timeof existing image encryption-decryption methods. The algorithm also introduces additional one-level of encryption key into the existing methods. Image compression properties of the DWT (Discrete Wavelet Transform) are utilized to bring the improvement. The new algorithms retain MSE between input and decrypted images and the robustness of existing algorithms.
INTRODUCTION
Optical systems are of growing interest for image encryption because of their distinct advantages of processing 2-dimensional complex data in parallel and high speed. In the past, a number of optical methods have been proposed [1] [2] [3] [4] [5] [6] . Among them the most widely used and highly successful optical encryption scheme is double random phase encoding proposed by [3] . As the generalization of the conventional Fourier transform, the fractional Fourier transform has recently shown its potential in the field of optical security [1] [2] [3] [4] [6] . 
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PROPOSED FORMULAE
order transform, a practice which will occasionally be found convenient when no confusion can arise [6] .
Here we are considering that an image I = f(x, y) of size MXN consists of three primary color channels viz. RED, GREEN and BLUE. For simplicity, we assume the image size to be N X N. We propose two different image encryption and decryption algorithms based on the Discrete Wavelet Transform, fractional Fourier transform and chaotic logistic-map and Kaplan-Yorke map. Each of these methods follows a similar sequence of operations but they differ in their implementation details. A general overview of the encryption and decryption process is as follows. Rests of the following operations are applied concurrently to these channels. Initially, the DWT in proposed algorithm. 2 operation is performed over each channel to give us: Permission to make digital or hard copies of all or part of this work for personal or classroom use is granted without fee provided that copies are not made or distributed for profit or commercial advantage and that copies bear this notice and the full citation on the first page. To copy otherwise, to republish, to post on servers or to redistribute to lists, requires prior specific permission and/or a fee. SIN'12, October 25-27, 2012, Jaipur, India Copyright © 2012 ACM 978-1-4503-1668-2/12/10 ...$15.00.
This distribution is encoded by the first CRPM (Chaotic random phase mask) which is mathematically expressed as the phase
is the random number sequence generated by the chaos function. The first 2-D FRT operation is then performed over this to give us:
�� ��� ��� �� ���� �� �� �������� ��� ��� ���� ��� �� �� ������ �-D FRT and * denote the element by element multiplication between two matrices of same order. The resultant is encoded by second CRPM which is mathematically expressed as the phase function
is the random number sequence generated by the chaos function for a different seed value than the first CRPM. . The second FRT operation is then performed over this to give us:
to produce R, G and B channel of the encrypted image. These channels are merged to produce the encrypted image g(x, y) as per the following formulae: 
On the output obtained, the second FRT (of order -�� -�� ��� performed and then multiplied by the conjugate of first CRPM. The decrypted image from this outcome is now obtained by performing IDWT 2
Proof: By using the properties of FRT [6] , DWT [15] and Chaos [2] , [11] , [12] , [21] equation (1) and (2) are derived.
PROPOSED ALGORITHMS Algorithm 1: Image encryption and decryption using DWT 2
This algorithm uses DWT and FRT with logistic map. 2 , F �, � in encryption process and IDWT 2 ,
In this algorithm, both of the random phase functions are generated by using logistic map, which is a one-dimensional function.
in decryption process as per the general encryption and decryption schemes shown in Fig. 1 and Fig. 2 .
Computational complexity
Let the input image be of size N X N. We divide the analysis of algorithm in two phases viz. Encryption and Decryption.
Encryption: Image encryption process involves following steps:
1. Application of DWT 2 on the primary color channels f i 2. Encoding by first random phase function. process. But now, as the input image size for steps 2 to 6 has reduced to
Similar to step 2 and 3, step 4 and 5 also take involves computation of inverse wavelet transform, which is also a ) (N O function. Therefore, the computation complexity of entire encryption phase is computed as follows: 
Similar to step 2 and 3, step 4 and 5 also take
Step 6 involves computation of inverse wavelet transform, which is also a ) (N O function. Therefore, the computational complexity of entire decryption phase is computed as follows:
Thus, the computational complexity of algorithm 1 is evaluated to:
Algorithm 2 -Image encryption and decryption using DWT 2
This algorithm uses DWT and FRT with Kaplan-Yorke map. 2 , F �, �� in encryption process and IDWT 2 , F -�,-�� Here, both of the random phase functions are generated by using Chaotic Kaplan-Yorke map, which is a two-dimensional function.
in decryption process as per the general encryption and decryption schemes shown in fig 1 and fig 2. 
Computational complexity:
Let the initial image be of size N X N. We divide the analysis of algorithm in two phasesviz. Encryption and Decryption.
1. Application of DWT 2 on the primary color channels f i 2. Encoding by first random phase function. Fig.7 and Fig.8show the MSE between input and restored image, using existing algorithm [1] andthe proposed algorithm 1and algorithm 2. Fig. 9 and Fig. 10 showcomparison between computation (Simulation execution) time taken by the existing algorithm [1] and the proposed algorithm 1 and algorithm 2. Based on these comparisons, we conclude as follows.
Conclusion
We have proposed two algorithms for image encryption and decryption and their performance has been analyzed, based on the MSE obtained and the computation time required by the algorithms. Each of the algorithm works on a strategy that the data size (or image size) for encryption and decryption is reduced by a factor of 4 (NXN to 2 X 2 N N ) than the existing algorithms. For this purpose we have efficiently utilized the characteristic of the discrete wavelet transform.
In another sense, we conclude that the proposed algorithms are very robust in nature. By this we mean that once we encrypt an image for a particular fractional order of FRT, decryption of this encrypted image is only possible, when the selected fractional order for decryption is exactly the suitable for decryption. Results are verified for fractional order of 2-D FRT = 0.5 and fractional order of 2-D IFRT = 0.4, 0.5.
